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QUESTION 1 
An engineer is implementing Cisco CES in an existing Microsoft Office 365 environment and must route inbound email to Cisco CES addresses. Which DNS record 
must be modified to accomplish this task? 

 
A. CNAME 

B. MX 

C. DKIM 

D. SPF 

 
Correct Answer: B 

 

QUESTION 2 
What do tools like Jenkins, Octopus Deploy, and Azure DevOps provide in terms of application and infrastructure automation? 

 
A. compile-time instrumentation 

B. continuous integration and continuous deployment 

C. container orchestration 

D. cloud application security broker 

 
Correct Answer: B 

 

QUESTION 3 
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A network engineer is deciding whether to use stateful or stateless failover when configuring two Cisco ASAs for high availability. What is the connection status in 
both cases? 

 
A. preserved with both stateful and stateless failover 

B. need to be reestablished with stateful failover and preserved with stateless failover 

C. need to be reestablished with both stateful and stateless failover 

D. preserved with stateful failover and need to be reestablished with stateless failover 

 
Correct Answer: D 

 

QUESTION 4 
An organization is implementing URL blocking using Cisco Umbrella. The users are able to go to some sites but other sites are not accessible due to an error. Why 
is the error occurring? 

 
A. IP-Layer Enforcement is not configured. 

B. Intelligent proxy and SSL decryption is disabled in the policy. 

C. Client computers do not have an SSL certificate deployed from an internal CA server. 

D. Client computers do not have the Cisco Umbrella Root CA certificate installed. 

 
Correct Answer: D 

 

QUESTION 5 
Which standard is used to automate exchanging cyber threat information? 

 
A. STIX 

B. IoC 

C. MITRE 

D. TAXII 

 
Correct Answer: D 
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QUESTION 6 
What is a functional difference between a Cisco ASA and a Cisco IOS router with Zone-Based Policy Firewall? 

 
A. The Cisco ASA can be configured for high availability, whereas the Cisco IOS router with Zone Based Policy Firewall cannot 

B. The Cisco IOS router with Zone Based Policy Firewall can be configured for high availability, whereas the Cisco ASA cannot. 

C. The Cisco IOS router with Zone Based Policy Firewall denies all traffic by default, whereas the Cisco ASA starts out by allowing all traffic until rules are added. 

D. The Cisco ASA denies all traffic by default, whereas the Cisco IOS router with Zone-Based Policy Firewall starts out by allowing all traffic, even on untrusted 

interfaces. 

 
Correct Answer: C 

 

QUESTION 7 
DoS attacks are categorized as what? 

 
A. phishing attacks 

B. virus attacks 

C. flood attacks 

D. trojan attacks 

 
Correct Answer: C 

 

QUESTION 8 
Which Cisco ASA Platform mode disables the threat detection features except for Advanced Threat Statistics? 

 
A. routed 

B. transparent 

C. cluster 

D. multiple context 
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Correct Answer: D 

 

QUESTION 9 
What must be configured in Cisco ISE to enforce reauthentication of an endpoint session when an endpoint is deleted from an identity group? 

 
A. SNMP probe 

B. posture assessment 

C. external identity source 

D. CoA 

 
Correct Answer: D 

 

QUESTION 10 
What is the difference between EPP and EDR? 

 
A. Having an EPP solution allows an engineer to detect, investigate, and remediate modern threats. 

B. Having an EDR solution gives an engineer the capability to flag offending files at the first sign of malicious behavior. 

C. EDR focuses solely on prevention at the perimeter. 

D. EPP focuses primarily on threats that have evaded front-line defenses that entered the environment. 

 
Correct Answer: B 
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