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SPOTO CCNP ENCOR 350-401 Free Demo

QUESTION 1
Which LISP device is responsible for publishing EID-to-RLOC mappings for a site?

A. ITR
B. ETR
C. MR
D. MS

Correct Answer: B

QUESTION 2
In a Cisco SD-WAN solution, how is the health of a data plane tunnel monitored?

A. with IP SLA
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B. ARP probing
C. using BFD
D. with OMP

Correct Answer: C

QUESTION 3
An engineer must protect their company against ransomware attacks. Which solution allows the engineer to block the execution stage and prevent file encryption?

Use Cisco AMP deployment with the Malicious Activity Protection engine enabled.
Use Cisco AMP deployment with the Exploit Prevention engine enabled.

Use Cisco Firepower and block traffic to TOR networks.

Use Cisco Firepower with Intrusion Policy and snort rules blocking SMB exploitation.

Correct Answer: A
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QUESTION 4
Why would an engineer use YANG?

to access data using SNMP

to translate JSON into an equivalent XML syntax

to transport data between a controller and a network device
to model data for NETCONF
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Correct Answer: D
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QUESTIONS
Which solution do laaS service providers use to extend a Layer 2 segment across a Layer 3 network?

VLAN
VTEP
VXLAN
VRF
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Correct Answer: C

QUESTION 6
An engineer is configuring a new SSID to present users with a splash page for authentication. Which WLAN Layer 3 setting must be configured to provide this

functionality?

Web Policy
WPAZ2 Policy
Local Policy

CCKM

oW

Correct Answer: A
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QUESTION 7
Which measure is used by an NTP server to indicate its closeness to the authoritative time source?

Latency
hop count
time zone
stratum
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Correct Answer: D

QUESTION 8
An engineer must create a new SSID on a Cisco 9800 wireless LAN controller. The client has asked to use a pre-shared key for authentication. Which profile must

the engineer edit to achieve this requirement?

RF
Flex
WLAN
Policy
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Correct Answer: C
QUESTION9

A customer wants to use a single SSID to authenticate 0T devices using different passwords. Which Layer 2 security type must be configured in conjunction with
Cisco ISE to achieve this requirement?
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Fast Transition

Cisco Centralized Key Management
Identity PSK

Central Web Authentication
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Correct Answer: C
QUESTION 10
What is the recommended MTU size for a Cisco SD-Access Fabric?

1500
17914
9100
4464
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Correct Answer: C
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