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2021 SPOTO CCNP 350-401 Practice Questions 

 

QUESTION 1 

Which DHCP option provides the CAPWAP APs with the address of the wireless 
controller(s)? 

 

A. 43 

B. 66 

C. 69 

D. 150 

 

Correct Answer: A 

 

QUESTION 2 

When using TLS for syslog, which configuration allows for secure and reliable transportation 
of messages to its default port? 

 

A. logging host 10.2.3.4 vrf mgmt transport udp port 514 

B. logging host 10.2.3.4 vrf mgmt transport tcp port 514 

C. logging host 10.2.3.4 vrf mgmt transport tcp port 6514 
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D. logging host 10.2.3.4 vrf mgmt transport udp port 6514 

 

Correct Answer: C 

 

QUESTION 3 

Which function does a fabric edge node perform in an Cisco SD-Access deployment? 

 

A. encapsulates end-user data traffic into LISP 

B. provides reachability between border nodes in the fabric underlay 

C. connects endpoints to the fabric and forwards their traffic 

D. connects the SD-Access fabric to another fabric or external Layer 3 networks 

 

Correct Answer: C 

 

QUESTION 4 

What is a benefit of data modeling languages like YANG? 

 

A. They provide a standardized data structure, which results in configuration scalability and 

consistency. 

B. They create more secure and efficient SNMP OIDs. 
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C. They enable programmers to change or write their own applications within the device 

operating system. 

D. They make the CLI simpler and more efficient. 

 

Correct Answer: A 

 

QUESTION 5 

Which HTTP status code is the correct response for a request with an incorrect password 
applied to a REST API session? 

 

A. HTTP Status Code:200 

B. HTTP Status Code:302 

C. HTTP Status Code:401 

D. HTTP Status Code:504  

 

Correct Answer: C 

 

QUESTION 6 

Which method does Cisco DNA Center use to allow management of non-Cisco devices 
through southbound protocols? 
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A. It creates device packs through the use of an SDK 

B. It uses an API call to interrogate the devices and register the returned data. 

C. It obtains MIBs from each vendor that details the APIs available. 

D. It imports available APIs for the non-Cisco device in a CSV format 

 

Correct Answer: A 

 

QUESTION 7 

When configuring WPA2 Enterprise on a WLAN, which additional security component 
configuration is required? 

 

A. RADIUS server 

B. PKI server 

C. TACACS server 

D. NTP server 

Correct Answer: A 

 

QUESTION 8 

What NTP Stratum level is a server that is connected directly to an authoritative time source? 
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A. Stratum 0 

B. Stratum 1 

C. Stratum 14 

D. Stratum 15 

 

Correct Answer: B 

 

QUESTION 9 

Which technology does VXLAN use to provide segmentation for Layer 2 and Layer 3 traffic? 

 

A. VRF 

B. VLAN 

C. VNI 

D. bridge domain 

 

Correct Answer: C 

 

QUESTION 10 

How do cloud deployments differ from on-prem deployments? 
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A. Cloud deployments are more customizable than on-premises deployments. 

B. Cloud deployments require less frequent upgrades than on-premises deployments 

C. Cloud deployments have lower upfront costs than on-premises deployments. 

D. Cloud deployments require longer implementation times than on-premises deployments. 

 

Correct Answer: C 
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