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Lab Topology

Diagram 01: Complete Topology
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Diagram 03: DC
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Implementing proof of concept SDx Branches

Completing VN configuration in DNA Center

Using the DNA Center GUI, perform configuration tasks according to these requirements:

® Add new Virtual Network named IoT for the internet-of-things network on thé Branches #1
and #2.

® Create new address pools for the IoT VN named Branch1-ForloT and Branch2-ForloT on the
global level, and Branchl-IoT and Branch2-IoT on the branch level.

® For Branch #1 IoT VN, allocate the subnet 10.4198.0/24 and the gateway IP address
10.4.198.1.

® For Branch #2 IoT VN, allocate the sgbnet:10.5.198.0/24 and the gateway IP address
10.5.198.1.

® Associate the Branch1-IoT andBranch2-IoT pools with the IoT VN on the respective branches.

® Complete the configuration'of the address pools for the Guest VN in the DNA Center so that
Branch #1 and Branch #2 can accommodate guest connections. If a new address pool needs
to be greated and an address range allocated to it, follow the established addressing plan.

® (Correctsthe addressing information currently defined for the Branch2-ForEmployees and
Branch2-Employees address pool.

® For all address pools, use the DHCP server 10.2.255.211 to allocate addresses to clients.

On sw211, complete the DHCP server configuration according to these requirements:
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® Create four new DHCP pools for the IoT and Employees VNs on respective branches
O Pool named brl_iot for Branch #1 IoT VN
O Pool named brl_emp for Branch #1 Employees VN
O Pool named br2_iot for Branch #2 IoT VN
O Pool named br2_emp for Branch #2 Employees VN
® Ineach subnet, assign addresses from .101 up to .254 inclusively, and the appropriate gateway

to clients.

Solution
Open the rack

The account is :
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Username:admin

Password:eve

Start all the device

173.209.153.28:23390

Recycle Bin

)

DNA Center

b

.

Notepad

vManage
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DNAC ( OPEN THE DNA Center)
POLICY -> Virtual Network
Cisco DNA Center DESIGN poLicy PROVISION ASSURANCE PLATFORM
Group-Based Aceess Control v |P Based Access Control v Traffic Copy v Virtual Network

=q e

—

DEFAULT_VN (18)
INFRA_VN (0)
Employees (1)

Guest (1)

Click to create new VN

> ar Modify Virtual Network by selecting Available Scalable Gr

Available Scalable Groups

Q show U

No scalable groups to add. All are part of current selected VN
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Create or Modify Virtual Network by selecting Available Scalable Groups ‘ Reset ‘
Virtual Network Name*
oT [ Guest Virtual Network €9
Available Scalable Groups Groups in the Virtual Network
:Q Show Unselected “ =q
Drag groups here to add to the Virtual Network
AU BY co DE DS EM EX
Auditors BYOD Contract Develop Develop Employe Extranet
ors. ers ment_S e
GU IN NS PC PO PS PU
Gi Intranet Network PCI_Ser Point_of Producti Producti
_Serv vers Sale_S on_Sen on_User
Qs s TS UN
Quaranti Test_Se TrustSe Unknow
ned_Sy rves Devi
1 :) (:_‘ = C [ F
| Lente DESIGN POLICY
ISCO ~enter
I
Group-Based Access Comrol IP Based A
e
Policies a Crd
_ ‘
Cisco DNA Cente DESIGN PoLICY PROVISION ASSURANCE PLATFORM @

Migration is complete. Cisco DNA'Gefiter will be the policy administration point, and screens of Scalable Groups, Access Contracts and Policies in Cisco DNA Center will be read-only. You can review the policy migration log, and/or change the

administration mode in GBAC Configutat

Group-Based Access Control v

Scalable Groups (18)

IP Based Access Control v raffic Copy v Virtual Network
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~
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0

NMame™

loT

Scalable Group

Tag Value (decimal)®

18

Description (optional)

I internet-of-things I

Virtual Networks®

DEFAULT_WVMN = 1oT

DESIGN ->"Network Settings -> IP Address Pools
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Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
Network Hierarchy Network Settings Image Repository Network Profiles Authentication Template
=Q Find Hierarchy Naturonk ik Device Credentials IP Address Pools QoS Wireless
v & Global Device Credentials
> & Branch1 IP Address Pools Address Pools (5)
> & Branch2 SP Profiles >
Name ~ Type 1Pv4 Subnet P
’ . 10.4.200.0/24 R
Branch1-ForEmployees Generic 0% s vasatiis
I Branch1-ForExternalHandoffs Generic :}i:és:\g:'ith -
; : 10.4.199.0/24 .
Branch1-ForGuest Generic 0% IPs available
" 100.5/200.0/24
Branch2-ForEmployees Generic et -
( &
A
Cisco DNA Center DESIGN pPOLICY PROVISION ASSURANCE PLATFORM
—
Network Hierarchy Network Settings v Image Repository Network Profiles Authentication Template
=Q, Find Hierarchy Network Device Credentials. IP Address Pools QoS Wireless

I - ¢ Global

> & Branch1 IP Address Pools (5)
> & Branch2
Y Filtef © Add | Actions . SUBNET TYPE “ Pva PG
Name = Type
Branch1-ForEmployees Generic
Branch1-ForExtérnalHandoffs Generic

\,
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Add IP Pool

P Pool Name *

Branchl1-ForloT I

vpe*

Generic

IP Address Space
(&) IPva ) 1Pve

" fields will hawve to be IPwS format.
P Subnet *

I10.4.1 98.0 I

Options

O Tunnel Type is supported for IPvd pools only. f IPvS is selected, all the beloww

For Example - 1.2.2.3
CIDR Prefix
24 (255,255.255.0)'
Gateway IP Address
I 10.4.198.1 I
DHOPE Saerveris)
10.2.255.211 > I <<

Cancel

7
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P Pool Name *

I Branch2Z-ForloT I

vpe*

Generic

4

Optuons

IP Address Space

(@) IPva ) IPvE
, -

i) Tunnel Type is supported for IPv4 pools only. If IPvS is selected, all the below
fields will hawve to be IPvE format.

P Subnet *
10.5.198.0

For Example - 1.2.2.3
CIDR Prefix
/24 (255a255.255A0)|

Gateway IP Address

I 10.5.198.1 l

DHCPE Saerver(s)

10.2.255.211 =

DMNS Server(s)

Cancel

T
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Cisco DNA Center

Network Hierarchy

DESIGN

Network Settings v

PoLICY PROVISION ASSURANCE

Image Repository Network Profiles

2Q, Find Hierarchy

~ & Global

I > ¢ Branch1

> ¢ Branch2

IP Address Pools

Network Device Credentials

IP Address Pools (3)

Y Filter © Reserve

Name = Type

o L3 r

Q
é}.
>

PLATFORM

Authentication Template

QoS Wireless

SUBNET TYPE “ IPvd only

Dual-Stack .

o

IPv4 Subnet

10.4.200.0/24
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Reserve IP Pool

P Address Pool Nameae™

lBranch1 —IoTl

Type™

Generic
O prions

IP Address Space
=1 1 v

__I Check both IPwd and IPwE to create a dual-stack pool. If the pool is used for infra W, or
if the fabric contains devices that don"t support IPvE, check aonly [Pwad.

1Pva

Glaobal Pool™

Branch1-ForloT (10.4.198.0/24) l

Tunnel pools are not available for reseryving

CIDR Prefix / Number of IP Addresses

(=) CIDR Prefix () Number of IP Addresses
CIDR Prefix™

/24 (255.255.255.0)'

Pwvd Subnet

10.4.1798.0

ForBxample - 1.2.2.3
Gateway
10.4.198.1
DHCOP Server{=)
10.2. 255 211 = I <=
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Cisco DNA Center DESIGN poLICY PROVISION

Network Hierarchy Network Settings v

Network

=q

- & Global

> & Branch1

> ¢ Branch2

Image Repository

Device Credentials

IP Address Pools (2)

ASSURANCE PLATFORM

Network Profiles Authentication Template

|P Address Pools QoS

Wireless

) Check both IPwa and 1P

if the fabric contains dew

1Pva
Sloba

Pool™
Branch2-ForloT (10.5.198.0/24)

Y Filter ‘ @ Reserve | SUBNET TYPE “ IPua only | Dual-Stack
Name « Type IPv4 Subnet
Reserve IP Pool
=Nl = - MNMame™
Branch2Z-1oT
Type™
Generic
O prions
IP Address Space
=1 1 ieve

Funfirel pools ot

CIDR Prefix / Number of IP Addresses
@) CIDR Prefix

be

CIDR Prefix
l/24 (255.255.255.0) |

awvailable for reservin

Pwvd4d Subnet

l'l 0.5.1 9‘8.0'

Satewa

ray

l‘ID‘S.'IQ‘B.‘I '

DdCD Sorvar(=)

l 10.2 255 211

Cancel
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PROVISION -> Fabric

Assurance services have been temporarily disrupted. The system is working to restore this fur

L}
Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
/
Devices v Fabric Services
Choose a Fabiig or Transit/Pegr Network below to manage, or add a new item by clicking 'Add Fabric or Transit/Peer Network'
Fabrics @
Branches Default LAN Fabric
Cisco DNA Center DESIGN POLICY PROVISION ASSURANGE PLATFORM D
Devices v Fabric Services
® Lo
®sranct &
srancn2
Branch1 P Branch2
c8 . cB cB
a Branch 1-IP Transit e @
SWA00 SIWEO SW502
Branch 2-IP Transit
a
Q
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Cisco DNA Center DESIGN PoOLICY PROVISION ASSURANCE PLATFORM
I

Devices v Fabric Services

All Fabrics » Branch1
Fabric-Enabled Sites e B ranc h es b
-a Find Hie ) Fabric Infrastructure ) Host Onboarding
R rra
v ¥ Branches
~ §®Branchi o
& Branch1
~ L-L’ Branch2 &
N
All Fabrics > Branch1
Branches
© Fabric Infrastructure ©) Host Onboarding Show Task Status
Select Authentication template @
(O Closed Authentication (© Open Authentication © Easy Connect %) No Authentication
Virtual Networks (D critical Pool: Not Selected eAcc:‘ Virtual Network

=
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Add Virtual Network
ele T = ill be = e F
loT X
=Q
=1 Virtual Network -
1oT
Showing 1 of 1
All Fabrics > Branchl
Branches
2) Fabric Infrastructure ~) Host Onboarding Show Task Status
Select Authentication template @ m
(O Closed Authentication (O Open Authenticatior 0 EadyCorhect % No Authentication
Virtual Networks Critical Pool: Not Sefécted :
No associated pools to this
VN
DEFAULT_VN INFRA_VN
Edit Virtual Network: loT
Advanced View Export | | @ Add
Action: =Q Finc
D IP Pool « Authentication Policy Traffic Type
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Back

| 8rancni-ioT (10.4.198.0/20) ]

10_4_198_o-Ic loT
Layer-2 Flooding ical v

0

Devices v Fabric Services
All Fabrics > Branch2
Fabric-Enabled Sites e Bra HChPC
0
=q ») Fabric Infrastructure 2 Host Onboarding
O Eremae
v &5 Branch Select Authentication template @
~ ®Branch
~ (:}’Er.‘-‘.r.r] o D) Closed Authentication (O Open|Authentication C) Easy Connect =) No Authentication
Virtual Networks Critical Pool: Not Selected
1.Host Pools
DEFAULT_VN INFRA_VN
Edit Virtual Network: Employees
Advanced View f Export ® Aad
Actions W EQ Fin
IP Pool = Authentication Policy Traffic Type
Branch)-Employees 100_5_200 0- Data
Employees
SPOTO GLOBAL
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Edit Virtual Network: Employees

Advanced View

Export 0 Add
A:w:“.\o*e =Q Fin
# Delete Authentication Policy Traffic Type
Enable Layer-2 Flooding
100_5_200 0- Data
. Employees
Disable Layer-2 Flooding :
. Showing 1 of 1
Enable Wireless Pool /g
Disable Wireless Pool
.
DESIGN -> Network Settings -> IP Address Pools -> Branch2
Cisco DNA Cente DESIGN  POLICY  PROVISION  ASSURANCE  PLATFORM D
Network Hierarchy Network Settings v Image Repository Network Profiles Authentication Template
= P Address Pools
& Global
& Branchl P Address Pools (3) Refres
& Branch2
© Reserve  SUBNET TYPE “ P X
Name Type I1Pvé4 Subnet IPv6 Subnet Inherited from Actions
0 IPsJa lable

Showing 3 of 3

Warning
Do you want to proceed
with release of the IP

Pool?

Cance ’

Release

SPOTO GLOBAL
WEB: https://www.spotoclub.com

Support: http://support.spotoclub.com

Learning to change destiny, we create the future together.

© 2020 SPOTO ALL RIGHTS RESERVED.

23



SPOTO’

SPOTO CCIE EI Lab DOO SDN S1 Workbook

Network Hierarchy

& Branch2

& Branch2-Bldg1

Cisco DNA Center DESIGN  POLICY

Network Settings v

W Network

PROVISION ASSURANCE PLATFORM

Image Repository  Network Profiles  Authentication Template

Device Credentials 1P Address Pools Qos

& Branch1 IP Address Pools (7)

Filte: @ Add  Actions

SUBNET TYPE “ ] PV

Name Type 1Py Subnet
42000124
8 Generic
0% 1Ps available
B Gene: alog)
0% Ps available
- one 041900124
0% 1Ps available
104.198.072¢
8 Gen
0% IPs available
0052000124
Branch2-For Gener
e 100% IPs available
; Gen SN
0% IPs available
! Gene seB 0t
0% IPs available

Showing 7 of 7

1Pv6 Subnet

9

Actions

':w

Warning

Are you sure you want to
delete this_pool?

’ Cancel ‘ Delete

Network Hierarchy
=Q
- & Global
& Branch1

- & Branch2

[# Branch2-Bldg1

Network Settings v Image Repository Network Profiles

IP Address Pools

Network Device Credentials

IP Address Pools (6)

SUBNET TYPE

Filter © Add || Actions

Authentication Template

QoS

Wireless
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Add IP Pool

P Pool Name *

I Branch2-ForEmployees l

o

=1

Generic

IP Address Space
CE:' IPwva :::l IPwvG

'Z'__T:_Z! Tunnel Type is supported for IPvd pools only. If IPvG is selected, all the below
fields will have to be IPvE format.

P Subnet *

10.5.200.0 I

CIDR Prefix
I 24 (255.255.255.0) I

For Example - 1.2.2.3

Gateway IP Address

I 10.5.200.1 I

DHCP Serveris)
10.2.255.211 = I

DNS Server(s)

Cancel Save
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Network Device Credentials IP Address Pools QoS Wireless

IP Address Pools (7)

Y Filter ‘ © Add| Actions ' SUBNET TYPE “I

Name = T
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Add IP Pool

IP Pool Name *
I BranchZ-ForGuest I

N
Generic

Options Q
IP Address Space
(&) IPva O 1PvB "

f;iﬁl Tunnel Type is supported for IPvd pools only. If IPvE is selected, all the below
fields will have to be IPvE format.

IP Subnet *

I 10.5.199.0 I

For Example - 1.2.2.3

CIDR Prefix
I /24 (255.255.255.0) I

Gateway IP Address
10.5.199.1

DHCP Serveris)
10.2.255.211 = I

DMNS Server(s)

SPOTO GLOBAL
WEB: https://www.spotoclub.com  Support: http://support.spotoclub.com

Learning to change destiny, we create the future together.
© 2020 SPOTO ALL RIGHTS RESERVED.

27




SPOTO’

SPOTO CCIE EI Lab DOO SDN S1 Workbook

[# Branch2-Bldg1

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
I
Network Hierarchy Network Settings v Image Repository Network Profiles Authentication Template
ZQ, Find Hierarchy Network Device Credentials IP Address Pools QoS Wireless
- & Global
> & Branch1 IP Address Pools (2)
~ ¢ Branch2

Y riter | | @ Reserve| SUBNET TYPE “ IPvd only | Dual-Stack |

Name -

Branch2-ExternalHandoffs

Type IPv4 Subnet

10.5.254.0/24

Generic 97% IPs available
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Reserve |IP Pool

P Address Pool Name™

Branch2-Guest

Type™
Generic

IP Address Space

A 1 evs

1Pwva

Clabal Pool*

-:,:‘.I Check both IPwd and IPwE to create a dual-stack pool. If the pool is used for infra Wi, or
if the fabric contains devices that don't support IPvE. check only 1Pwd.

I Branch2-ForGuest (10.5.199.0/24) I

CID R F’rgf 3
I 24 (255.255.255.0) I

Tunnel pools are not available for reserving\for Site(s
CIDR Prefix / Number of IP Addresses
(@) CIDR Prefix ) Number of IP Addresses

For Example - 1.2. 2.3

DHCP Server(s)

10.2.255.211 <

R S

Cancel Reserve I

~
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